KB e e R R L

SSL §

hexdump -C amon.png|tail -10
//hexdump: * FHEARL" - B 2" K L 2 R ] s
[/-C:HF B~ e kT 5 16 i 4o 4p B ASCI F ~

echo ‘ hello’ >> amon.png

dnf -y install xxd

hexdump -C amon.png |tail -5|xxd -r -p

// % Thello | %4 Fl#hek & o i i hexdump » 2% i 'ﬁ M}t/?]‘ dvengp b i e
[l xxd #30Z Bgl & 2 AT v B ap R

e K R ek 2 LR (hexdump) B4 5 2 41 £ 2402 LHITR
[/FF 2 FE R RAREERN P BEAERT AP EFRY xxd
ARV ke L2 iR BB AA NS e Dk

A e i3

$HHEF 4o % (Symmetric)

[Ae @2 R F - &40 SROES DL RF(LM) 2 LTI %

K fate f2 % 2 2 ihis F

[IReBh: A i@ Rt~ 225 F AR A E TR AR

M3 FEF X 2PHREHL 200 TONET RY H el IR < A 4G
P R

[/ ¥ @ % R A F B 2 F 0 DES ~ IDEA ~ RC5 ~ AES

T3 A0 B %
dnf -y install mod_ssl openssl

dnf -y install libapr*

741 OpenSSL #% i ¥ fsS 4o f2 R Iw B 02
openssl enc -help

openssl enc -ciphers

i * Linux ,% %t eropenssl k3 iF DES e f2

echo “hello world” > /tmp/hello (73 - & # % *t /tmp/hello > 1 % 5 “hello world” )
cat /tmp/hello (/& _E_% 7 % “helloworld” 3 ¢ 373 2 /tmp/hello)

openssl aes-128-chc -e -in /tmp/hello -out /tmp/encryhello -iter 1234

(F1* openssl v % » &4k s 1234 > e % fs chF ﬁ?l ' I /tmp/encryhello)

cat /tmp/encryhello

(B e @M %)



openssl aes-128-cbc -d -in /tmp/encryhello -out /tmp/decryhello -iter 1234
(f1* openssl 2% > &4k 5 > fE RS NF a‘—’ﬁg?l 41 2 /tmp/decryhello)

cat /tmp/decryhello

(BT fapisanp 7 o AR = FEfER)

o AR R

& * “aes-128-cbc” i H S S @it “-e” (encrypt) s %Hic o ME{S R
"-in" ‘&g{;}ﬂ TR S B &

"out" Sy L ISR LA

[E R s

% “aes-128-chc” G H Sdc s F1i OpenSSL 4p & FER 5 4c % 0 AT E Ry
FHAF LR A b “d” (decrypt) % BETS Y

“-in” ?}ﬁiifq CEIN ER g

“out” Sdfcdp LER SN K LA

ZEEHFL S 4e % (Asymmetric)

BOORAHAENRET R 20N > AN R > BB AE 5#“
&% 0 5 — $ 24k(publickey) ~ — 4= F 4 (private key) » N4 E SF @ * 2RI B
BT AT AR Rp Aok B A B

dodk T ST R G LR TR DP IR o Aok R Y gt o o
TE®H AP DL RfET o

[/ BB DT B A R ESRY AP E T F MRS
7ES S E O ¥ 1
JIZA$AES & R AR F B iE G D RSA

i * Linux ,% %t ehopenssl k4§ i¥ RSA e f32 %

openss| genrsa -out private.pem 1024 (& # - 1 1024bit = |- <4 4)

openssl rsa -in private.pem -out public.pem -outform PEM -pubout

(d 444 2 public.pem 2 i)

echo 'hello RSA' > file.txt (& 2 Pl:#Fh & file.txt)

openssl pkeyutl -encrypt -inkey public.pem -pubin -in file.txt -out file.ssl

(i * openssl rsautl 2 public.pem ¥t file.txt 4 % » ¥ & 4 file.ssl 7= i 4 R 4% %)

openss| pkeyutl -decrypt -inkey private.pem -in file.ss| -out decrypted.txt
(£ 1% 544 filess| f2% > ¥ %% % % ¥ decrypted.txt)

cat decrypted.txt

(A7 f%% 14 decrypted.txt % %)



i@ * OpenSSLRSA /# & 2 & 4 4

e “genrsa’ G H ol WS “-out” Fdidp 5J:". sk L
OpenSSL g3k § A2 £ & % 512 bit i 44

GEPRUEAE'S S E VE A

blde > A4 1024 bit £ & fd 0 T LR A4 £ dfl 4 b “1024¢
@éﬁfﬁﬁﬂﬁm%a”@’&{ﬁ%%’%Wiﬁﬁﬁ%ﬁﬁ%*%?4gﬁ
E

™

% RSA chi sk A 2 4p $H o 4k
®* Ursa' mH Sl WY
"[in" Rl L AL R
"out" S dicdy WA A gk P
"-outform" 4-#cdy ié\éﬁmﬁ%} a1, X
PEM E_ [ Printable Encoded Message] 7§ & » & L& * 7 dga 1L
“-pubout” %k & (outputis RSA public)

# % RSA th2 4t 2%

i@ * "pkeyutl" i H dkco 1SN
"-encrypt" $-#icip T fuE (5
"-inkey" %-ficdy X% AN F

"-pubin”" FBcE-agAE LA BAR R
"-in" ﬁﬁf‘ciﬁ LA B R

"-out" th#ﬁ A B {é mﬁ% r'%é-

% RSA ehf &2 %%

@ * "rsautl" 3 H S W8Nt
"-decrypt" $-#cip iR p uE (5
inkey" %Hch X Hth %
"m"ﬁ&ﬁhﬁh %
"out" Sdicdpy LIER S MR LA

SSL( Secure Socket Layer)

SSL & Secure Socket Layer(% * ¥ 4%/ #43R)45 8 > F R TR § o 7 BRHoAw
BT o dof S S~ £ + B % T SSLF Yt Internet b 4k 4R 14 @
o P WS RS T HTTP @ st -

SSLi & 4~ 5 & >+ Kk 5 SSLHandshake ~ SSL Change Cipher spec %2 SSL Alert i 3
Fhd_ e iR (FW 4o



SSL Handshake: & SSL ? @;ﬂiﬂ WEAY REEY P PIRBHEATR Y (it R > Rk
VFE AN AFE I LB DB E DA S MR

SSL Change Cipher spec: * & % { PR B4 ~ i * H e fA R b NPER A BN A E
i

SSLAlert:* & @EHE S w05 2 AT L 0 WL ¢ 45 8 2L BcE sl fofy it o

PKI (Public Key Infrastructure)

PKI 3 2 & & 4 2k #22 % (Public Key Infrastructure) 2 558 » # A#2 % ¢ 2 B @i
( Certification Authority » CA) ~ 3 # & (Register Authority » RA) ~ P &rPR7%

( Directory Service » DS) PR E o fepat K ¢ T F | * #ci>f 7 (Certificate) k % 3%
£ om PKI T 5 i B i B3 s

PKI 2 1

s 7w (Register Authority » RA) & % ¥ » RAFR MY G & &> RAfsLH
Latsw CAR MY Gl gHOE R

&3 E ¢ o (Certification Authority » CA)

fEAS PR aHECBREEANET  ER A FRARENT R CAEAR
RE A T oy

PKI & 2 &3 4%
Bhe > 24 KEY-> 24 BHE R(CSR)> d CAEH > A2 B&E

Linux % *vg i PKI

cd /etc/pki/tls/certs (# # I /etc/pki/tls/certs T %)
openssl genrsa -aes128 2048 > server.key (& # server.key)
Enter pass phrase:[123456]

Verifying - Enter pass phrase:[123456]

openssl rsa -in server.key -out server.key (& 2 SSL ¥ 7 £ 4&)
Enter pass phrase for server.key:[123456]

..writing RSA key

openssl req -utf8 -new -key server.key -out server.csr (& # & % & F csr)....
Country Name (2 letter code) [XX]:[tw]

State or Province Name (full name) []:[Taiwan]

Locality Name (eg, city) [Default City]:[Pingtung]

Organization Name (eg, company) [Default Company Ltd]:[NPTU]
Organizational Unit Name (eg, section) []:[IM]

Common Name (eg, your name or your server's hostname) []:[Chen]

Email Address []:[enter](¥ v% i )



Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:[enter](F % i )

An optional company name []:[enter](¥ % i )

openssl x509 -in server.csr -out server.crt -req -signkey server.key -days 3650
(B2 - s 5 3650 % hiR R B I§ %)

WF 4 24 1470 B HAFTH LB HF TR ss TR
e dlEF A DR

rwx=4+2+1=7

rw=4+2=6

rx=4+1=5

I3 &4 > & ls-l v &

® g% SSL AT 4vid s https
dnf -y install mod_ssl (% % mod_ssl)
vi /etc/httpd/conf.d/ssl.conf (¥ #E ssl.conf)
% 60 7 = 127.0.0.1:443 (#éiﬁi%"']“f)
% 7576 7
SSLProtocol -all +TLSv1 +TLSv1.1 +TLSv1.2
SSLProxyProtocol -all +TLSv1 +TLSv1.1 +TLSv1.2
% 101 (=
SSLCertificateFile /etc/pki/tls/certs/server.crt
% 109 {7
SSLCertificateKeyFile /etc/pki/tls/certs/server.key
wq (755 4 F)
systemctl restart httpd (£ #7£x#> httpd)
firewall-cmd --add-service=https —permanent

firewall-cmd —reload
o ek AR GLE
® LminTIlETC LR ALE

httpd +ssl
% fedora B ETE] ﬁ% firefox » 44 =>https:127.0.0.1

Nud



® Configure httpd
[root@www ~]# vi /etc/httpd/conf.d/auth_basic.conf

# create new
<Directory /var/www/html/auth-basic>
SSLRequireSSL
AuthType Basic
AuthName "Basic Authentication"
AuthUserFile /etc/httpd/conf/.htpasswd
Require valid-user

</Directory>

® 7 4 htpasswd 5% ki R *
# add a user : create a new file with [-c]
[root@www ~]# htpasswd -c /etc/httpd/conf/.htpasswd fedora
New password: # set password

Re-type new password:
Adding password for user fedora

[root@www ~]# mkdir /var/www/html/auth-basic

[root@www ~]# systemctl restart httpd

® T RIEET
[root@www ~]# vi /var/www/html/auth-basic/index.html
<html>
<body>
<div style="width: 100%; font-size: 40px; font-weight: bold; text-align: center;">
Test Page for Basic Authentication </div>
</body>
</html>

phpmyadmin installation

® Install phpMyAdmin to operate MariaDB on web browser from Clients.
BB RF B#VH (testing.conf Zifz4l )
cd /etc/httpd/modsecurity.d
Is

cd activated_rules



Is

vi testing.conf

Install and start Apache httpd
Install PHP
Install phpMyAdmin

Install PHP
Configure httpd to use PHP scripts
Install PHP

Create a PHP test page and access to it from client PC with web browser

Install PHP

[root@www ~]# dnf -y install php php-mbstring php-pear
[root@www ~]# vi /etc/php.ini

# line 923: uncomment and add your timezone
date.timezone = "Asia/Taipei"

[root@www ~]# systemctl restart httpd

Mbstring (Multibyte String)
FEWT I Snfb i3 o PHP 425 ¢ oot ¥ 87

PEAR (PHP Extension and Application Repository)

A framework and distribution system for reusable PHP components.

create PHPInfo test page
#echo " > /var/www/html/info.php

Create a PHP test page and access to it from client PC with web browser.
[root@www~]# vi/var/www/html/index.php

<html>

<body>

<div style="width: 100%; font-size: 40px; font-weight: bold; text-align: center;">
<?php print "PHP Test Page"; ?> </div>

</body>

</html>

A1TE % % 57195 ~ 127.0.0.1/index.php



® Install phpMyAdmin
operate MariaDB on web browser from Clients

# dnf -y install phpMyAdmin php-mysqlnd php-mcrypt php-php-gettext

php-mysglnd : The MySQL native driver for PHP (mysqlnd) is a dropin replacement
for the MySQL Client Library (libmysqgl) for the PHP script language

merypt iR R ETHIBERBRFTEEDLE S f R

DES - TripleDES - Blowfish (g% ) -

gettext: § ¥ PHP % W & £ 3

# vi /etc/httpd/conf.d/phpMyAdmin.conf

//line 13 add access permission for your internal network
Require ip 127.0.0.1 10.0.0.0/24

//line 19 add access permission for your internal network
Require ip 127.0.0.1 10.0.0.0/24

# systemctl restart httpd

| F % 571 ~ 127.0.0.1/phpmyadmin/
¢ * Z = CDX 3.0Kali i&{7 DDoS sz #

® TCP SYN Flood

/home/kali

20000 120 )4 80

6 eth 9.99.192. S set, 40 headers +
Hﬁad mode, ni epl 111 be shown

flood : 1 B Poeiug B @BiE 4t S

-rand-source : M SEES KRt iR T4 E cnid i
-c/-count : ¥ ¢ #k

-d/-data : #t& % |

-S/-syn K F_A SYN 2| endt @

w/-win: § T %l (K5 64)

-p / -destport : P % port(¥g% & 0)

file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

a = © MmN C R e=wimF Qa1

i [ip.addr == 10.99.192 2 (<]

~No Tieme Source Destination Protocol Lengtt info
232 83.453090.. 229.235.198.81 10.99.192.2 TCP 174 1371 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU]
233 B83.45313 94.238.90.103 10.99.192.2 TCP 174 1372 « 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU)
234 83.45313 108.177.125.19 10.99.192.2 TCP 174 1373 - 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU]
235 83.45314. 91.50.175.198 10.99.192.2 TCcP 174 1374 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU]
236 83.45314 73.98.238.208 10.99.192.2 TCP 174 1375 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU]
237 83.45315._ 158.202.161.1.. 10.99.192.2 TCP 174 1376 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of > POU]
238 83.45315._ 110.112.84.27 10.99.192.2 TcP 174 1377 - 80 [SYN] Seq=6 Win=64 Len=120 [TCP segment of a PoU]
239 83.45316.. 67.244.83.86 16.99.192.2 TcP 174 1378 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of PDU]
240 83.45316.. 91.214.202.207 10.99.192.2 TCP 174 1379 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of POU]
241 83 .45317 109.218.144 .1 16.99.192.2 TCP 174 1380 - 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of PODU ]
242 83.45318._ 212.161.239.54 10.99.192.2 TCP 174 1381 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of PDU]
243 83.45319.. 96.63.114.239 160.99.192.2 TCP 174 1382 . 80 [SYN] Seq=0© Win=64 Len=120 [TCP segment of PDU]
244 B3 .45319 154 .177.176.56 10.99.192.2 TCP 174 1383 - 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of PDU )
245 83.45320.. 247.189.182.52 10.99.192.2 TcP 174 1384 . 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment of

POU]

S A R SYNS e o BUERA L g RRPES YR



® UDP Flood
flood : 14 B P-ciE B G iE 4TS
-rand-source : 1ML KRR TS hiB
-udp : @ * UDP $i£5¢
-p / -destport : B &4 port(FE K 5 0)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= — —_— —_— —
A m © M. < B Q == > B = e @  ¥F

M [ip.addr == 10.99.192.2

No Time Source Destination Protocol Lengthk Info

13 2.3822656... 117 .19.48.172 10.99.192.2 uDP 42 143S - 80 Len=0
14 2.382309... 133.103.200.45 10.99.192.2 uDP 42 1436 - 80 Len=0
1S 2.382316... 252 .83 .22 .242 1©.99.192.2 uDP 42 1437 - 80 Len=0
16 2.382319... 201.33.184.136 10.99.192.2 uDP 42 1438 - 80 Len=0
17 2.382321... 46.243.218.206 10.99.192.2 uDP 42 1439 . 80 Len=0
18 2.382324... 6.190.153.58 10.99.192.2 uDP 42 1440 . 80 Len=0
19 2.382327... 173.1604.237 .19 10.99.192.2 uDP 42 1441 - 80 Len=0
20 2.382330... 290.96.159.184 10.99.192.2 uDP 42 1442 . 80 Len=0
21 2.382348... 15S5.231.132.2... 16.99.192.2 uDP 42 1443 . 80 Len=0
22 2.382354... 97.159.45.2S 10.99.192.2 uDP 42 1444 - 80 Len=0
23 2.382363... 184 .192.225.66 10.99.192.2 uDP 42 144S - 80 Len=0
24 2.382372... 197 .163.33.15S7 10.99.192.2 uDP 42 1446 - 80 Len=0
25 2.382377... 243 .129.173.1... 10.99.192.2 uDP 42 1447 - 80 Len=0
26 2.382385... 139.78.23.33 10.99.192.2 uDP 42 1448 . 80 Len=0
“
s . $& T L 4 s s E e S 9 P o v p= y
R L chitpl > B F@E A B UDP 414 Pl 58 55T 1 PORT » 4
L ¥ = I3 2 g o ~ == a 7 S SRR “ <
BA A R RAE NGk B R e FHREE P

BTl o @ ST L R ARER B I RT3 B i
(10.99.192.1) @ & i = @i} & ki

sl

® TCP FIN Flood

S /home/kali
20000 120 80 10.99.192. 6
HPING 10.99.192. 6 eth® 10.99.192. ¢ F set, 40 headers + 120 data bytes
hping in flood muuc, no replies wictt be shown

flood : 1 B Poeiug B BiE 4t e

-rand-source : M SEHS KR mpt B TS hidiE
-c/-count : #t¢ #c

-d/-data : #t¢ /]

-F 13K TS FIN 374 ehit @

-w/-win @ T 4 (FEX L 64)

2

-p /-destport : P & (%) 5 0)

File Edt View Go Capture Analyze Statistics Telephony Wireless Yools Help

AE O M-I RRE Qe"=F &= QQQ

A ip.addr == 10.99.192.2 e

No. Time Source Destination Protocol Lengtt info
13 6.744267.. 251.46.241.268 16.99.192.2 TCP 174 1030 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
14 6.744321 128.194.94.34 10.99.192.2 TCP 174 1031 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
15 6.744328.. 182.34.126.77 10.99.192.2 TCP 174 1632 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
16 6.744331 163.6.83.30 10.99.192.2 TCP 174 1633 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
17 6.744335.. 129.157.219.2. 16.99.192.2 TCP 174 1034 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
18 6.744338.. 213.75.240.161 10.99.192.2 TCP 174 1835 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
19 6.744341.. 85.186.126.134 10.99.192.2 TCP 174 1036 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
20 6.744345 108.129.233.9 10.99.192.2 TCP 174 1637 .. 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
21 6.744357.. 34.89.212.152 10.99.192.2 TCcP 174 1038 .. 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
22 6.744363.. 96.142.214.3 10.99.192.2 TCP 174 1039 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
23 6.744370 144.191.188.2 10.99.192.2 TCcP 174 1040 .. 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
24 6.744380.. 186.138.224.1.. 10.99.192.2 TCP 174 1041 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
25 6.744390.. 81.34.204.71 10.99.192.2 TCP 174 1042 .. 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]
26 6.744395.. 157.138.19.9 10.99.192.2 TCP 174 1043 . 80 [FIN] Seq=1 Win=64 Len=120 [TCP segment of a reassembled PDU]

Al FERT o A% B L TCP-SYN 41 » 2 & @:i% FIN &8 RST 3¢ 27 [ =

>R
&1 R R AR T & TCP-SYN AU SRy 1 R B eyt



BY el A RAFINS e » ¥ 0 AAF %Y GucFAERT 2 eh
% iR bt o i T4 (10.99.192.2) /2 W (B (T e 4t & 2 dr il Xy
(10.99.192.1)

® TCP RST Flood

S /home/kali
20000 120 64 80 10.99.192. 6
HPING 10.99.192. g eth0 10.99.192. g R set, 40 headers + 120 data bytes
hping in flood moae, no replies wiu.. be shown

-flood : 1 B Pociug B B iE 4t S

-rand-source : 1ML KR iR TS hiB R
-c/-count : i ¢ #k

-d/-data : #t#& < /]

Rt HEEHK RST R EH

-w/-win t v &l (EK 5 64)

p / -destport : HIE port(FHz £ 0)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Heip

Am @ mTIRNRC QeeSEs (o Q @ « IF

N ip.addr == 10.99.192.2

No. Time Source Protocol Lengtt info
1598 . 8C S Seq=1 Win=64 Len=120
1599 . E Seq=1 Win=64 Len=120
1600 S S Seq=1 Win=64 Len=120
1601 8¢ RS Seq=1 Win=64 Len=120

- < 1602 - S -~ Seq=1 Win=64 Len=120

D .950034 . B7 .2 -99. 2.2 74 1603 - 80O S Seq=1 Win=64 Len=120

9.950037 208. > . 8€ D .S . 2.2 > 4 1604 - BE€ [ Seq=1 Win=64 Le

Destination

950046 34 a4 D.9 . 2.2 7 4 1605 . B > Seq=1 Win=64 Len-=
. 950055 3 S D . 9. S . 2 " 74 1606 . 8¢ > Seq=1 wWin=64 Le
. 950060 196.7 .15 4 D.99. y” - 74 1607 - 80 q=1 Win=64 Len=1
. 950066 .187 57 . ©.€ 1€ -2 4 1608 - g=1 Win=64 Len=120
950072 . 2 .2 D.99. 2.2 > 74 1609 . 8B€ S Seq=1 Win=64 Len=120
. 950079 . L . . D . ) . A C 4 1610 . S s Seqg=1 wWin=64 Len
. 950085 34.108.208.82 O . . - > 74 1611 - S S Seq=1 wWin=64 Len=

Bl® 57 X BHRSTHS > 37 AhFshd ﬁvﬁ&t‘;ﬁ%@ﬁ g kiR
B i % 45 0028(10.99.192.2) & i W B T 4 & 2 4o i@ i¥ #5(10.99.192.1)

® PUSH and ACK Flood

/home/kall

flood : 1 EP-dng B B iE 3

-rand-source : M ST KR pkiE T3 E @B
-c/-count : 3t ¢ #c

-d/-data : #t& < /]

-PA I 2% %A PSH fr ACK #F 3] it

-w/-win @ § T % »J~(?iﬁg/{ % 64)

-p / -destport : B & port (FE % & 0)



File EOR View Go Capture Analyze Statistics Telephony Wireless Tools Help

= ® ™ RNC Qewm=E=EF S _ Eaaq
R paddf w= 10991922 [x]
Time Source Destination Protocol Lengtt info
15 3.18842 215.96.35.1 10.99.192.2 TCP 174 1224 . 80 [PSH, ACK] Seq=1 Win=64 Len=120 [TCP segment of a
16 3.18847 86.253.146. 10.99.192.2 TCP 174 1225 . 80 [PSH, ACK] Seqg=1 wWin=64 Len=120 [TCP segment of a
17 3.18849 73.161.36.1 10.99.192.2 TCP 174 1226 . 80 [PSH, ACK] Seq=1 Win=64 Len=120 [TCP segment of a
18 3.18853 181.205.252 10.99.192.2 TCP 174 1227 . 80 [PSH, ACK] Seq=1 Win=64 Len=120 [TCP segment of a
19 3.18854 169.6.112.2 10.99.192.2 TCP 174 1228 . 80 [PSH, ACK] Seq=1 win=64 [TCP segment of a
20 3.18854 143.141.169 10.99.192.2 TCP 174 1229 . 80 [PSH, ACK] Seq=1 wWin=64 [TCP segment of a
21 3.18855 232.220.242 10.99.192.2 TCP 174 1230 . BO [PSH, ACK] Seq=1 win=64 [TCP segment of a
22 3.18856.. 242.252.150 10.99.192.2 TCP 174 1231 . BO [PSH, ACK] Seq=1 win=64 [TCP segment of a
23 3.18857 121.40.25.2 10.99.192.2 TCP 174 1232 . 80 [PSH, ACK] Seq=1 win=64 [TCP segment of a
24 3.18858 196.67.223. 10.99.192.2 TCP 174 1233 . 80 [PSH, ACK] Seg=1 win=64 [TCP segment of a
25 3.18858.. 174.84.25.57 10.99.192.2 TCP 174 1234 . 80 [PSH, ACK] Seq=1 Ack=1 Win=64 Len=120 [TCP segment of a
26 3.18859 140.1.57.252 10.99.192.2 TCP 174 1235 . 80 [PSH, ACK] Seq=1 Ack=1 Win=64 Len=120 [TCP segment of a
27 3.18860 58.185.162. 10.99.192.2 TCP 174 1236 - 80 [PSH, ACK] Seq=1 Ack=1 Win=64 Len=120 [TCP segment of a
28 3.18860 200.175.38. 10.99.192.2 TCP 174 1237 - 8O0 [PSH, ACK] Seq=1 Ack=1 Win=64 Len=120 [TCP segment of a
2. Y \ ,\ 2 B = 2 i .y 7 [5Ye
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® |CMP Floods

e /home/kali
80 10.99.192. 6

HPING 10.99.192.¢ eth0 10.99.192. g 1icmp mode set, 28 headers + @ data
hping in flood muue, no replies wi.. be shown

flood : 1 B p-ciug B Bzt e
-rand-source © 11K kR kit B (746 chiB iR
-1/ ~icmp : @ * ICMP HE5¢

-p / -destport : P & port(FE &% % 0)

file fdt Yew Go Capture Analyze Statistics Telephony Wireless Tools Help

AR omNREO I«»T+ 3. Q]

N paddr == 10991922 (X]

No Time Source Destination Protocol Lengtt info
43 26.19872.. 8.166.64.158 10.99.192.2 IcCMP 42 Echo (ping) request 1d=0xb913, seq=06/0, ttl=64 (no response found!')
44 26.19877.. 80.224.108.238 10.99.192.2 IcMpP 42 Echo (ping) request 1d=0xbof3, seq=256/1, ttl=64 (no response found!)
45 26.19878.. 21.78.83.84 10.99.192.2 ICMP 42 Echo (ping) request 1d=0xb9r3, seq=512/2, ttl=64 (no response found!)
46 26.19878.. 125.237.218.83 10.99.192.2 Icmp 42 Echo (ping) request 1d=0xb9r3, seq=768/3, ttl=64 (no response found!)
47 26.19878.. 237.25.54.112 10.99.192.2 ICMP 42 Echo (ping) request 1d=0xb9f3, seq=1024/4, ttl=64 (no response found!)
48 26.19880.. 233.37.151.166 10.99.192.2 ICMP 42 Echo (ping) request 1d=0xb9f3, seq=1280/5, ttl=64 (no response found!)
49 26.19881.. 112.121.212.89 10.99.192.2 ICMp 42 Echo (ping) request 1d=0xb9r3, seq=1536/6, ttl=64 (no response found!)
50 26.19883.. 0.92.131.86 10.99.192.2 1cMpP 42 Echo (ping) request 1d=0xb9r3, seq=1792/7, ttl=64 (no response found!)
51 26.19883.. 91.203.112.88 10.99.192.2 Icep 42 Echo (ping) request 1d=0xbo13, seq=2048/8, ttl=64 (no response found!)
52 26.19884.. 108.46.134.2 10.99.192.2 ICHP 42 Echo (ping) request 1d=0xb9f3, seq=2304/9, ttl=64 (no response found!)
53 26.19885.. 158.144.23.115 10.99.192.2 ) (v 42 Echo (ping) request 1d=0xb9r3, seq=2560/10, ttl=64 (no response found!)
54 26.19886.. 8.182.23.99 10.99.192.2 cep 42 Echo (ping) request 1d=0xb9r3, seq=2816/11, ttl=64 (no response found!)
55 26.19887.. 10.123.15.5 10.99.192.2 ICMpP 42 Echo (ping) request 1d=0xb9f13, seq=3072/12, ttl=64 (no response found!)
56 26.19888.. 237.240.147.1._ 10.99.192.2 ICMP 42 Echo (ping) request id=0xb9f3, seq=3328/13, ttl=64 (no response found!)
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® Smurf attack

e /home/kali
10.99.192 .2 10.99.192. 6

HPING 10.99.192. 6 eth® 10.99.192.6 icmp mode set, 28 headers + @ data bytes
hping in flood mode, no replies will be shown

flood @ 11 B pP-dnE B B iE 3
-1/ -icmp ¢ & * ICMP $i£3¢
--spoof : Zi Rihzgiznt
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Am 0o mPNRE QewmEFI_ Eaqaaqari

N ip.addr == 10991922

No. Time Source Destination Protocol Lengtt info
25 13.08888.. 10.99.192.2 10.99.192.2 IcMP 42 Echo (ping) request 1id=0xfcf3, seq=0/0, ttl=64 (no response found!)
26 13.08892.. 10.99.192.2 10.99.192.2 Icmp 42 Echo (ping) request id=0xfcf3, seq=256/1, ttl=64 (no response found!)
27 13.08892.. 10.99.192.2 10.99.192.2 IcMp 42 Echo (ping) request id=0xfcf3, seq=512/2, ttl=64 (no response found!)
28 13.08892.. 10.99.192.2 10.99.192.2 IcHp 42 Echo (ping) request id=oxfcf3, seq=768/3, ttl=64 (no response found!)
29 13.08893.. 10.99.192.2 10.99.192.2 Icmp 42 Echo (ping) request 1id=6xfcf3, seq=1024/4, ttl=64 (no response found!)
30 13.08893.. 10.99.192.2 10.99.192.2 Icmp 42 Echo (ping) request id=0xfcf3, seq=1280/5, ttl=64 (no response found!)
31 13.08893.. 10.99,192.2 10.99.192.2 Icme 42 Echo (ping) request 1d=0xfcf3, seq=1536/6, ttl=64 (no response found!)
32 13.08894.. 10.99.192.2 10.99.192.2 IcMe 42 Echo (ping) request 1id=6xfcf3, seq=1792/7, ttl=64 (no response found!)
33 13.08894.. 10.99.192.2 10.99.192.2 IcMp 42 Echo (ping) request id=Oxfcf3, seq=2048/8, ttl=64 (no response found!)
34 13.08895.. 10.99.192.2 10.99.192.2 IcMpP 42 Echo (ping) request id=0xfcf3, seq=2304/9, ttl=64 (no response found!)
35 13.08895.. 10.99.192.2 10.99.192.2 IcMP 42 Echo (ping) request id=exfcf3, seq=2560/10, ttl=64 (no response found!)
36 13.08895.. 10.99.192.2 10.99.192.2 IcMp 42 Echo (ping) request 1id=0xfcf3, seq=2816/11, ttl=64 (no response found!)
37 13.08896.. 10.99.192.2 10.99.192.2 Icmp 42 Echo (ping) request id=oxfcf3, seq=3672/12, ttl=64 (no response found!)
38 13.08897.. 10.99.192.2 10.99.192.2 Icmp 42 Echo (ping) request 1id=0xfcf3, seq=3328/13, ttl=64 (no
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