


MySQL % % & K 2

TE0 JF LB~ SUpEeruser o

)_’r
1. su //72 root 'L fa—  { iifp R &) B 0T

I3 {7 v ﬁm‘;;ﬁaéﬁ,}s PE I oo R TRF 5 oroot tRELGIR B Rl (blde

FEE
3. sudosu

[[* kB~ root &8 ¥ H 8 tE5 g Y > F E T A BT root &8 H s PR ELHE
L pEF E qjﬂ BeeREs > m A E_root 2% H s k5 R G
© 75 Aal23456




dnf -y mstall mariadb-server
Pt RAEFIRTEEG YLK

mariadb-server.x86 64 3: lﬂ 1.3
libsphinxclient.x86 64 2.2.11-
mariadb-server-utils.x86 64 3:
sphinx.x86 64 2.2.11-3.fc26
bison.x86 64 3.0.4-6.fc26
jemalloc. _‘:{2556_64 4.5.0- 5 . Tc26
mariadb.x86 64 3:10.1.33-1.fc 6

mariadb-errmsg.x86 64 3: lﬂ 1.33-1.7c26
perl-DBD-MySQL.x86 64 4.043- 1.Tt26
perl-DBI.x86 64 1.636-4.fc26
perl-Math-BigInt.noarch 1.99§8.11-1.fc26
perl-Math- Fomplea noarch 1.59-397.fc26
perl-Storable.x86 64 1:2.56-368.fc26
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MySQL % 55 22 2k %_

R AEF 2 sR P 2 e DI hpi RS o F]pt i
etc/my.cnf.d/mariadb-server.cnf
% 21{7 enig T > 4o Bl AT o
vi /etc/my.cnf.d/mariadb-server.cnf
=>i& 4 4 5018 0 #&Shift+ o A ﬁi;] »21(# =214
=>F:E ~ FfE RSz o 32147 ﬁi%] » character-set-server=utf8
=> % {9 4EESCl R S fE A
=>3iE g £ HEC {8 0 4&Shiftt o DUIRIEE S By~ WO R e e
[mysqld]

datadir=/var/1lib/mysql
socket=/var/lib/mysqgl/mysql.sock

log-error=/var/log/mariadb/mariadb. log
pid-file=/run/mariadb/mariadb.pid
character-set-server=uttd




MySQL % % 2 & 2_

AR ETIHRB 718 0 B Emariadb
systemctl start mariadb
% Fmariadb e =t B 818 T p B s
systemctl enable mariadb
FrzamariadbE_F 3 &+ ¥ Erde 2 iE 0T o
systemctl status mariadb

- M EQEEN 27 =), ) .-& A = . = -
F I ¥ EET € I R4 P Active: active(running
[root@localhost ~]# systemctl start mariadb
[root@localhost ~ temctl enable mariadb
C ated symlink /e systemd/system/multi-user.target.wants/mariadb.service - fusr/lib/systemd/system/mariadb.se

Temct &
» mariadb MariaDB 10.1 da
Loade 10aded (/usr/Llil md/ s m/mariadb.servi enabled; wvendor pres
Active: active (running) since Fri 2019-81-25 15:59:39 CST; 1min 4s ago
Main PID: 14003 (mysqld)
Status: Taklng your
CGroup: /
--basedir=/usr

1H 25 15:59: localhost.localdomain mysql-prepare-db-dir 846]: 2019-01-25 1
18 25 15:59: localhost.localdomain mysql-prepare-db-dir : ¢ 2019-01-25 1
1H 25 15:59: localhost.localdomain mysql-pr ir : PLEASE REMEM
18 25 15:59: localhost.localdomain -p re-c g : To do so, st
1H 25 15:59: localhost. localdomain =K re-d - : 'fusrfbin!my
15 25 15:59: localhost.localdomain -p re-d g 3]: 'Jusr/bin/my
25 15:59: localhost.localdomain -p re-db-dir[13846]: Alternativel
25 15:59: localhost. d i 1d[14003]: 2819-01-25 15:59:39 13988
15:59: localhost.localdomain 1d[14003]: 2019-01-25 15:59:39 139
15:59: localhost.localdomain systemd[1]: Started MariaDB 10.1 database




s Mysql% 248 FIL B (TE 2R T o
mysqgl_secure_installation

Enter current password for root (enter for none):
1% — =% & 2 dEenterT v o

Switch to unix_socket authentication [Y/n] n

root@fedora:/hom

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

Change the root password? [Y/N] N e e SR I
rd yet, you should just p enter here.

word for root (enter for none):
used pa rd, ving on...

Setting the root password or using the uni cket ensures that nobody

can log into the MariaDBE root user without t proper authorisation.
You already have your root 2 unt protected, so you can safely answer 'n'.

ocket authentication [¥/n] n

You already have your root account protected, so you can safely answer 'n'.

Change the root password? [¥/n] n
... skipping.

By default, a MariaDB installation has an anonymous user, allowing anyone




MySQL % 7 22 3% T_

Remove anonymous users? [Y/n] Y
/%%%%*50

Disallow root login remotely? [Y/n] Y

I%d BFroot:g =8 & » o

Remove test database and access to it? [Y/n] n
ﬁ%%%?ﬁ%o

Reload privilege tables now? [Y/n] Y

Remowve nonymous users? [Y/n] y

es that someone cannot =3

\‘ N ,\ r 2 X ¢ o - -
// a ? i )\ '}\" z-\ m*& r\l No rmally, root should only b allowed to
\ Ca at the

root login remotely? [Y/n]

3 13\; ], _H—_ 1 R.»'Q A g‘] : : !
4™ ‘ / AR =) I v | ¢ > fau MariaDB comes with a database na

This is also intended only fTor
moving into a production environment.

N

2 Z — o . . .
‘\T 7}?_ \:J m{? :;_: %’-\' 7T ’;& 5 ]_Jj\; I—é R%r.nt.)';ik‘iciélzngétabase and acc

W

.

Reloading the privilege tables will ensure that

Wwill take effect immediately.

Reload rivilege tables now? [Y/n]
Soo B s

Cleaning up...

ALLT done! If you'we completed all of the
e.

installation should now be s

.Thank Tor using MariaDB!
[rooct@localhost —]# W

connect Trom

'Localhost’'. This
~vord fTrom the network.

anyone can
be removed

made so Tar

MariaDB



-l 7) /, ‘e
P\ 7}‘ ' /Jl“ \\é}b Er )\

mysql -u root -p

I[-u % 77 12 i # Jﬁ{g » s rootis & i@ % —Jﬁ LR PR T B AR S %
BB FIT L E R -piodkenter#-g T - TR R F B
Ao TG R ARk o

[boling@localhost ~]% mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 3

Server version: 10.1.33-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.




& TR

PR ARTEEAGRY > FIPLAPRELE - BEAE o

create database securitytest;

[[773 — i % v securitytest (HF L E o
show databases;

IBE 973 BAHEFT I > mRFHRE -

MariaDB [(none)]> create database securitytest;
Query OK, 1 row affected (0.00 sec)

MariaDB [(none)]> show databases;

information schema |

mysql |
| performance schema |

securitytest

rows in set (0.00 sec)




FE 2RO -2

use securitytest;

//1& * securitytest
RApzeiipd e B THRAENGF > B @ 7 ¢ &3] > di3Database
T (F o

changed f % = ‘& & # 45 % A securitytest 7 42 &

@MariaDB [(none)]> use securitytest;
Database changed
MariaDB [securitytest]> |}




i+ = F 4L 4 (CREATE TABLES)

/li¢ * securitytest THLE (T & 4 sed 2 gt 5 ¢ ) o
use securitytest;
e 2 F AT 2R E§ ¢ 7F & el =3 fs o
create table studata(
stu_Id varchar(5) not null default ‘00000,
stu_Name varchar(20) not null default ",
stu_Sex varchar(2) default 'M’, pending table infornation for conpletion of table and colum nanes
stu_Tel varchar(10), patabase changed
11[11DB [securitytest]> create table studatal

ou can turn off this feature to get a quicker startup with -A
StU_M&i' Varchar(SO) default 'unknow’, - stu_Id varchar(5) not null default '08060',

-> stu | ' Name varchar(20) not null default '

. -> stu Sex \ Ehil{ ) default 'M',
primary key(stu_Id)); > stu Tel varch:
- -> stu Mail varchar(50) default 'unknow',
> primary key(stu Id));
luery 0K, 0 rows affected (0.04 sec)

10



t& A F % (DESCRIBE TABLES)

show tables;

IFEzuired 2 et & 2 3 = 7 o
describe studata;

1% 77 B k|72 = dhstudata 3okt £ X f; o

MariaDB [securitytest]= show tables;

hellolinux
studata

rows in set (0.00 sec)

MariaDB [securitytest]> describe studata,

stu Id | varchar(5)
stu Name | varchar(20)
stu Sex | wvarchar(2)
stu Tel | wvarchar(10)
| wvarchar(50) unknow

stu Mail

rows in set (0.00 sec)

11



p|i% 7 4 % (DROP TABLES)

v

05T %M"f TR A g E o T ViR E i = - B LG hellolinuxeh g £ o
create table hellolinux(user_ID int not null default '000');

MariaDB [securitytest]> create table hellolinux(
-> yser ID int not null default '0@0');

Query 0K, 0 rows affected (0.04 sec)

5T kAR * drop tableseis 2 (A fo TR £ et 17 o

drOp tables hellolinux; MariaDB [securitytest]> drop tables hellolinux;
. o Query 0K, © rows affected (0.05 sec)
[[#] ",f hellolinuxsH3 4L £ o

MariaDB [securitytest]> show tables;

show tables:;

¥z ELP:\.L"L?’ ™~ Fh o Userinfo
stu score
studata

rows in set (0.00 sec

12




~
2T h

| % 4L (INSERT)

ﬁ‘é‘

ATH = 23R T studata ol & ¢ oo

Insert into studata values
(1,'Jack’,'M','0975730800','nptul23@mail.nptu.edu.tw’),
(2,'Cindy','F',null,'cindy900@mail.nptu.edu.tw'),
(3,'David',default,0978654334,'abc123@mail.nptu.edu.tw’);

MariaDB [securitytest]> insert into studata values
(1,'Jack','M','0975730800', 'nptul23@mail.nptu.edu.tw'),
(2, ilndy','F',null {1ndy989dmdil nptu.edu.tw'),
iJ,'Dd”ld default,0978654334, 'abc123@mail.nptu.edu.tw');
Ouery 0K, 3 rows affected (0.00 sec)

Records: 3 Duplicates: 0 Warnings: 0

-
-
"|.
-
II|.
-

13



& o 7 FL(SELECT)

select * from studata;
/I% 7 distudata® AL £ ° 415

MariaDB [securitytest]=
Fommmmm - Fommmm - e Fommm - +
| stu Id | stu Name | stu Sex | stu Tel

| M
W
| M

| 0975730800
| NULL
| 97865433

| Jack
| Cindy
| David

==

P

select * from studata:
___________________________ +

-

stu Mail

nptul23@mail.nptu.edu.tw
cindy900@mail.nptu.edu.tw |
abcl23@mail.nptu.edu.tw

d 1 BIF 4o F] L Asde 3k Zstudata TR £ g B PF Rstu_Sext i3k F TR K

EM > #rrdfg iR IR R T B dRTinsert At ¢ gy ~ default %zrr‘a’i =

$of ¥ EEF- L&z S P astuTel2 £ 8 > 7 4 RATinsertp iz
j%ﬁﬁ%ﬁﬁﬂ%O’gf@?W%?ﬁ?ﬂ?&iﬁlifﬂéi’
W41%¢1404K$’ PR ) R g e g 2 Bt TR AR I oo

14



';, S L (UPDATE)

3 exstudata gt & ¢ costu_Tel #f =358 > stu_ld# ==& 5 3pFFstu_Tel=
0978654334 -
update studata
set stu_Tel ='0978654334" where stu_1d=3;

select * from studata;
FE 2 F 3 = 7 g srenFfd o

MariaDB [securitytest]b update studata

-> set stu Tel ='0978654334' where stu Id=3;
Query 0K, 1 row affected (0.00 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [securitytest]> select * from studata;
fommemm- $ommemmm - trmmmmm—n- $rmmmmm e fommeemeemeeeme e +

| stu Id | stu Name | stu Sex | stu Tel | stu Mail
e T fmmm e - +
|

| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw |
| Cindy | NULL | cindy906@mail.nptu.edu.tw |
| David | 0978654334 | abcl23@mail.nptu.edu.tw

3 rows in set (0.00 sec)

15



H Lz zstuscoreF A A FATH T L FALIFE BT R o
Stepl. create table stu_score(
stu_Id varchar(5) not null default '00000',

english int, pe Null | Key | Default | Extra |
math int’ english Ia‘rc{llll?r#“” NﬂTPRIJ{ﬁS{EEGJr ------- JIF
chinese int, chinese | int(11) g |
primary key(stu_1d)): 4 rows in set (0.00 sec
Step2. insert into stu_score values

(1,65,70,55), T : T

(2,94,49,74), | | |

(3,83,58,76), i i i

(4,65,92,46); rows in set (0.00 sec) |




# 2 F# (TRUNCATE)-2

select * from stu_score;
1% 7 T 2 eh gt o
truncate table stu_score;

///)3 = ?\Tfi%\ v E'ﬁ’—”'“r”ﬁ Pﬁﬁi o
select * from stu_score;
//Ef?fs'\‘} A F e /)3 T °

MariaDB [securitytest]> select * from stu score;

stu Id | english | math | chinese |

rows in set (0.01 sec)

MariaDB [securitytest]> truncate table stu score;
Query 0K, 0 rows affected (0.04 sec)

MariaDB [securitytest]> select * from stu score;
Empty set (0.01 sec)

17



7l # A (ORDER BY)

select * from studata order by stu_Name desc;
//[stu_Name d ASCIIE it~ 3|/ #F o
select * from studata order by stu_Name asc;
//[stu_Name ¢ ASCIIE ] 3] < 2 F o

MariaDB [securitytest]>= select * from studata order by stu Name desc;

| M | 8975730800 | nptul23@mail.nptu.edu.tw
| David | ™ | ©978654334 | abcl23@mail.nptu.edu.tw
| Cindy cindy90@@mail.nptu.edu.tw |
3 rows in set (0.00 sec)

MariaDB [securitytest]> select * from studata order by stu Name asc;

| Cindy | NULL | cindy960@mail.nptu.edu.tw |
| David | ©978654334 | abcl23@mail.nptu.edu.tw |
| 8975730800 | nptul23@mail.nptu.edu.tw |

3 rows in set (0.00 sec)

18



PR & ATH =

alter table studata add column updatetime timestamp default
current_timestamp on update current_timestamp;
[I77# updatetime #f = 17 5 & & F AR L AT R o

MariaDB [securitytest]> alter table studata add column updatetime timestamp default current timest
amp on update current timestamp;

Query 0K, 0 rows affected (0.05 sec)
Records: 0 Duplicates: 0 Warnings: 0

select * from studata;
IFE3n A% § = = ArHfupdatetime #f = > ¥ ¥ & 5 FHL o

| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw 2019-01-30 16:10:39 |

| Cindy | F | NULL cindy906@mail.nptu.edu.tw | 2019-01-30 16:10:39 |
| David | M | 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30 16:10:39 |

3 rows in set (0.00 sec)




;?%/\ ?’ \Z)-"l ﬁi_

2T T g L RTHE scored iR oo
alter table studata add column score int;
/1773 4§ ~score>*studata AL 4 # o
update studata set score=46 where stu_ld=1;
[IFT3H T F 4 15 ¢ o

update studata set score=94 where stu_ld=2;
[IFTH FTALF 2 2% ¢ o

update studata set score=81 where stu_ld=3;

Y

Y »
// f"fr = ‘]'\,— v/\\ /"' 3 o] MariaDB [securitytest]> update studata set score=46 where stu_Id=1;
F\ Query 0K, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0
MariaDB [securitytest]> update studata set score=94 where stu Id=2
Query 0K, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [securitytest]> update studata set score=81 where stu Id=3
Query 0K, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [ae[urlt;teat] select * from studata;

+
3 rows in set (0.00 sec]




/‘?/\ g \Z)-"l ﬁi_

select [#x ¢ * eh#ic( 5 1 )] as [ 1 o = &4 from [T & £ 4]
select count(*) as '3 #c',

max(score) as '#x § 4 Hc

min(score) as '# i« & #c,

avg(score) as '-T 35 4 #Hc',

sum(score) as '3 4 ' from studata;
*count-->3+ 5 FALECE > max-->EF S FE AL B < B o min->3EF A )
B avg-->tF R R T EE 0 sum-->HF ’P“\ B i o o

MariaDB [HE‘[IIIlt_y'tE‘Ht] select count(*) as 'Z& ',
-> max(score) as T &
-= min(score) as '

> sum(score) as

1 row in set (0.01 sec)

21



N — s O I -+
& H &or 7o &

Stepl. & = stu_score it & 1T A (s §or goig * o

create table stu_score(
stu_Id varchar(5) not null default '00000',
english int,

math int, varchar(5)
english | int(11) | NULL
chinese int’ math int(11) | NULL

int(11)

primary key(stu_Id));

Step2. 73 7 ¥ 73 1 stu_score ©

Insert into stu_score values
(1,65,70,55),
(2,94,49,74),
(3,83,58,76),
(4,65,92,46);

4 rows in set (0.00 sec)




FAHC AR 2R

-

select * from 3L £ 1, L & 2;
select * from studata, stu_score;

/It p5 B o7 A1 A i 3542 4 (Studata ~ stu_score) s T 4t » ko F AL T AL B

47‘ F‘ '}"'Z\ 1'—’773. F‘ '*,F':\'}"‘Z\ Zrﬂb «}‘, o
MariaDB [securitytest]> select * from studata,stu score;

ck 09?5?30_00 nptul 3@mail.nptu.edu.tw | 2019-01-30
Cindy NULL cindy900@mail.nptu.edu.tw | 2019-01-30
David 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30
Jack 0975730800 | nptul23@mail.nptu.edu.tw | 2019-081-30
Cindy NULL cindy900@mail.nptu.edu.tw | 2019-01-30
David 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30
Jack 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30
Cindy NULL cindy900@mail.nptu.edu.tw | 2019-01-30
David 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30
Jack 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30
Cindy NULL cindy906@mail.nptu.edu.tw | 2019-01-30

| David 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30

00 W f

00 W f
w

[FEN PR N NC N - —

0O 0O 00 W WD
CO OO 00 WD WD WD @ @

00 W

[T= N
—_ =
[=)]
[

(]

:24:53
:25:17
:25:31
:24:53
:25:17
:25:31
:24:53
:25:17
:25:31
:24:53
:25:17
:25:31

e e e

(=21 (=]

[ LN B I, B WU R PR W R =S =S =

(=T R e R R et Mt [ |

12 rows in set (0.00 sec)




HEEH (Equi-Join)

select * from 73 % 1,5 L % 2 where i%

select * from studata, stu_score where studata.stu_ld:stu_score.stu_ld;

MariaDB [securitytest]> select * from studata,stu score where studata.stu Id=stu score.stu Id;

| 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30 16:24:

| tiﬁdy | NULL | cindy900@mail.nptu.edu.tw | 2019-01-30 16:25:
| David | 0978654334 | abcl23@mail.nptu.edu.tw | 2019-61-30 16:25:

3 rows in set (0.00 sec)

24




select * from 7 5L % 1 left outer join 73k £ 2 on T & 1.[# = ]=F 4L % 2.[# =],
select * from studata left outer join stu_score on studata.stu_ld=stu_score.stu_Id;

o L thIM A B

select * from 3 3L % 1right join F L & 2 on 3okt & LW =]=F 4L % 2.[# =];
select * from studata right join stu_score on studata.stu_ld:stu_score.stu_ld;

| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw | 2019-61-30 16:2

| Cindy | F | NULL | cindy906@mail.nptu.edu.tw | 2019-01-30 16:2
| David | M | 0978634334 \ abc123@mail.nptu.edu.tw | 2019-01-30 16:2

rows in set (0.00 sec)

25



Mysqgl/MariaDB *x f% % & #c

%r’éol,gb’i’rkey%tp 19*" %keyﬁ’ w2 g e

DES ~ AES -
Eé:?ﬁ‘;%%%sb 2% o 3% ﬁé”/éﬁi&{%?
B A4 R > 4e mdS §rsha -

26



o 4o

ENCODE(str, pass_str), DECODE(crpty_str, pass_str)

n IB#@EFS - ZREEMESE
AESZ (str) 222 3 (crpty_str) B9 &R
TERINE@EEZERNETR (2D pass_str iz key 18 )
n EMEREFERBLERS . EEEXRIRAI(LL EAlcrpty_str)—
E27% BLOB - ARBNE _#EHlFH
s B EHE LRSS

27



o 4o

DES ENCRYPT(), DES DECRYPT()
T4 %% (Data Encryption Standard -
DES)

n —BEERRINE R ESEA

s FFRERNETTE - EEZRA/EERS6UITREE
1878




o 4o

AES ENCRYPT(str,key_str),
AES DECRYPT(crypt_str,key str)

= ?El"é‘?]l]ﬁ':':ﬁ}’l‘%i% ( Advanced Encryption Standard - AES )
» ERRTHIDES

m EZLinux
= AES ENCRYPT E SR &FLIBLOBHAA G

29



MySQL #c

73— B % 5 Userinfosgip & 150 ™ MySQL4e % o #2018 * o
create table Userinfo (

user SN int(10) not null auto_increment,

user_ID varchar(20) not null,

user PW varbinary(255),

user_Name varchar(20) not null,

time timestamp not null default current_timestamp,

primary key(user SN),

unique key (user_ID));

+

________________ +
Extra |
________________ e
auto increment |

| Field
e
user SN
user ID
user PW
user Name

int(10)
varchar(20)
varbinary(255)
varchar(2@)
timestamp

—_—— — +
—_—— — +
—_—— — +

+
‘
‘
‘
‘
o ———— — +

5 rows in set (0.00 sec) 30




B 4 2-Encode()-1

encode(' % 75", £ 4&')
RFTH A S TR TRAY > o TH

1.

Insert into Userinfo(user_ID,user PW,user_Name)
values(‘abc123','qwed56',' ¥ # 4");

insert into Userinfo(user_1D,user PW,user_Name)
values('red4v63', 'gty8x9','# Fit +1');

T ocmmmme e Focmmmmma e e -
| user SN | user ID | user PW | user Name | time

Hommmmmm - oemmmmmm - ommmmmmm- Fommmm e e +
| 1 | abcl23 | qwed56 | BE&KfE | 2019-01-31 15:47:55 |

| 2 | red4v63 | qty8x9 | M4 | 2019-01-31 15:50:10 |
toemmemmn- formmmmen- $ormmmmen- foemmmmennn- foemmmmemeem e an +
2 rows in set (0.00 sec)

31



B 4 2-Encode()-2

* I * update ;% #-user_ PWi * encode()*x % °
update Userinfo set user PW=encode('qwe456','test1') where user SN=1;
update Userinfo set user PW=encode('gty8x9','testl’) where user SN=2;

- - - - - e -

| user SN | user ID | user PW | user Name | time

R R R R e +
1 | abcl23 | &&~.Gb | B | 2019-01-31 15:47:55 |
2 | red4v63 | tgg=416 = IR | 2019-01-31 15:50:10 |

2 rows in set (0.00 sec)

ERROR: No query specified

« FI* insert™ ;= Zr3 user_PWp=i¢ * encode()*r % ©
Insert into Userinfo(user_ID,user PW,user_Name) values
('tgh963da’,encode('rtg964da’,'testl’), # = #%);

MariaDB [securitytest]> select * from Userinfo;
- - - - - e R o e - - B +
| user SN | user ID | user PW | user Name | time

e R +- - -

| abcl23 | &&~.Gb B 7= 1 | 2019-81-31 15:47:55 |

| red4v63 | tqgq>416 12 | 2019-01-31 15:50:10 |
| tgh963da | t@&>~&~6 = | 2019-01-31 16:06:41 |
T Tomm Toim e o e L

3 rows in set (0.00 sec)

32



B 4 % -Decode()

i * decode™ & #-4c RiF 1S TRIGIE R o
decode(f = + i, £ 4%')
select * , decode(user_PW,'testl") as decode from Userinfo;

MariaDB [securitytest]> select * , decode(user PW,'testl’) as decode from Userinfo;
TR R TR R e T R +

| user SN | user ID | user PW | user Name | time | decode |
fommen LR fommmmnna R fommmem e

1| abcl23 | ".Gb | BAB | 2019-081-31 15:47:55 | qwed56
| reddv63 | toog>4le | B | 2019-01-31 15:50:10 | reddv63 |
| tgh963da | teE>~6-0 | 2019-01-31 16:06:41 | rtg964da |
fommmm frmmm e fommm e frmmm e E T fommm e +
3 rows in set (0.00 sec)




w4t ®2-AES_ENCRYPT()

aes_encrypt(‘% 5’ &4 )

1 * insert A>T T AL £ pFR-RAE & * aes_encrypt()4e B o

1. insertinto Userinfo(user_ID,user PW,user_Name)
values(‘wec5413',aes_encrypt('okg9621','test2"),'++* %Y);

2. insert into Userinfo(user_ID,user_PW,user Name)
values('ked963',aes_encrypt(lkm85daw61','test2’),' 5 ¥ &");

S EREEEEE REREEEEE R TR R TR -
| user SN | user ID | user PW | user Name | time
 EEREEETEE  ERREEEEE L LT EEEEEEEE R e +
4 | wec5413 | wOYG}o~0;B06H0DC | 2019-01-31 16:18:07 |

5 | ked963 | @lw'Z[3 JUL@676 | EEH | 2019-01-31 16:26:47 |
R frmmeeee T T fommmemee s R -
2 rows in set (0.00 sec)
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4t ®2-AES _DECRYPT()

aes_decrypt(# i=-,' £ 4&"

#-user PWi¢ * aes decrypt()® &4 A test2cnp gz o

select * , aes_decrypt(user_PW,'test2") as aes_decrypt from Userinfo where
user SN=4 OR user_SN=5;

fomeeeee R  EEEEEEE TR T  EEEEE TR $o--n- -t

| user SN | user ID | user PW | user Name | time | aes decrypt |
--------- T e R . E R
wec5413 | r}ﬁvﬁ}r_‘a~ﬂﬁr}dﬁ0p[:: | X% | 2019-01-31 16:18:07 | okg9621 |

ked963 | BLw!ZEY Je[B6Te | E%B | 2019-01-31 16:26:47 | lkn85daw6l |
--------- drssassssssscasasssdassasassssafasasassssssssassasasafassssasanasass
2 rows in set (0.00 sec)
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4t ®2-DES ENCRYPT()

des_encrypt(‘% " &4 )
F1* insert 3okt Tl £ pF-R 25 @ * des_encrypt()4r & o
1. insertinto Userinfo(user_ID,user PW,user_Name)

values('96weq85',des_encrypt('63gwes84','test3’),'2 =

2. insert into Userinfo(user_ID,user_PW,user Name)

values('85fsw',des_encrypt('vbn3669','test3’), 5& ¥+ ');

fommmens fommmnns frrrmmm e forrmneeanns fomrmre e +
| user SN | user ID | user PW | user Name | time

A&');
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w4t ®2-DES DECRYPT()

des_decrypt(## -,' £ 4"
#-user PWi¢ * des_decrypt()® §_% test2enz Bz o
select * , des_decrypt(user PW,'test3") as des_decrypt from Userinfo

where user SN=6 OR user_SN=7,

| user SN | user ID \ user PW | user Name | time | des decrypt |
frmemeeas R R frmemmenaas LT T PP S EEEE TR +

| 96weq8 \ GLi660

| E,ﬂ% | 2619-61-31 16:49:56 | 63gwesB4 |
7 | g5fsw | Gztoee | EEY | 2019-61-31 16:51:10 | vbn3669
fessssssaassanaansas faascasacana fessssssanssasaansansa esssassaannas 4

2 rows in set (0.00 sec)

M e ER 0 e POOEOOE0C
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.%f"é’*é\:%

!

ENCRYPT(,)

s EEFAUNIX crypt() &A1 F

» ENCRYPT( )R EFEWZMEBRNZEAM ( 0JERN ) AR
MZAEMsalt ( —ET]UE—EERBENFE @ e
it —1% )

m 3TE - windows R IE
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U w4

PASSWORD( )
s Bl —EEBMBNRETS - EAREAZIMYSQL
MR 25T -

m ZIZGARB AT - FlunixZENZB 2 E A AEE
&% - TEHRMYSQLAFREE 247 -




MD5( )

n —TERGHENRT - oJUESE T —E128 bits 518
( hash value )

B 1996 F EBHREERFESM  OREESELZETHNE
r o BX—IREZWAHEMESRE - WISHA-2 -

m 2004 G EMDSER ZHAMLEWITE ( collision ) - [&
HEABAREZE MG @ SSLAFHE#E0aE o a2 il
F5 B2 5 FHER
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SHA()

s EEMEEEE ( Secure Hash Algorithm ) 2

IS =K TV X T

= BERT B —ERUFSTHER - RE
(XHEHERE ) ESEA -

&

E

Y

— &%=

?l:

-
- -
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SHA R 7§ 3275 & 38 RIE

SHA-O :

m 19937F 3 - BIFHEMZEZ T HE1ZA ( Secure Hash
Standard )

SHA-1 :

m 1995F 3% RTZLZETWMEFERER - 8115
TLS
SSL
PGP
SSH
S/MIME
IPsec

m 2017FEEMIE FSHA-1




SHA-2 :

= 2001530 - BIfE
SHA-224
SHA-256
SHA-384
SHA-512
SHA-512/224
SHA-512/256

B 2S5 HARHIRESHA- 2B KA 2.
SHA-3:

s B 7 AISHA-1, SHA- 2 B EE)
s O EBMYNREZER
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B 4 2 -MD5()

md5(' % 75 ")

FI* insert 3okt Tl & pFR-p A8 @ * MD5() 4 % o
Insert into Userinfo(user_ID,user_PW,user _Name)
values(' cef86314 md5(ty9621w) e g2 ’L‘r)

e PO I S e T +
| user SN | user ID | user PW | user Name | time

e Fomm - e e R +

| 8 | cef86314 | 47d923619176583b13ae7c92d37cf553 | B EH | 2019-01-31 17:16:44 |
e m - Fomm - Frmm e e e m e m e o e +

1l row in set (0.00 sec)

b ATt 3z Ii:b-%f'é’ﬁ% » Flpt g E RAe DS R IE R R > T R

countd b ¥4e B {8 IR AG a’é T e o
select count(*) from Userinfo where user_SN=8 and

user PW=md5('ty9621w");

MariaDB [securitytest]> select count(*) from Userinfo where user SN=8 and user PW=md5('ty9621w');

row in set (0.00 sec)
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¥ % 4 %-PASSWORD()

password(' % 75 ")

I # insert 3 AL T4l & pr - 4% 2 * PASSWORD()*r % ©
Insert into Userinfo(user_ID,user_PW,user _Name)
values(' asd567 password(qwdf234) G ),

g | asd567 | *5D2E4A16670726F IEESSES345189BD9CT120A478 | HFE | 2019-01-31 17:28:24 |
------------------------------------------------------------- +++

- @ rcountitt e RIS R AE Aot HE Ao T B o

select count(*) from Userinfo where user SN=9 and

user PW=password('qwdf234"),

MariaDB [securitytest]> select count(*) from Userinfo where user SN=9 and user PW=password
('qwdf234");

1 row in set (0.00 sec)
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H % 4 %-ENCRYPT()

encrypt(' %/’ | & 4

FU* insert FA3 AL A PR & * ENCRYPT() 4 % -
Insert into Userinfo(user_ID,user_PW,user _Name)
values(‘'olm84k’,encrypt('yui8413','testencrypt),' &~ 5);

=

10 | olm84k | tenWCa/ayH)Zc
+

e T T LT USSP
1 row in set (0.00 sec)

- i countrt ¥4 R (S R G
select count(*) from Userinfo where user_SN=12 and
user PW=encrypt('yui8413','testencrypt’);
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¥ % 4 %-SHA() » SHAL()

sha(‘z#’" )orshal(‘%#’ )

SHA()&SHAL() > i# & - fkehr > 210l & g5 b3k * SHA()4e % -
FI* insert 3ot Tl & pFR-R B @ * SHA() e % -

Insert into Userinfo(user_ID,user_ PW,user _Name)
values('850sk9’ sha( 854evwve ), 7k bk )

| user SN | user ID | user PW | user Name | time
Tt S T T oo oo +

| 11 | 8505k9 | fe344d892d812fdcdb5aB488087a7a7%ca%280 | RE & | 2019-01-31 17:59:13 |
foemmmnen- $rmmmemn- T LT T T TP Fremememnnn- N R T T T TR +

1 row in set (0.00 sec)

% countit 4 RIS RG> o B R Ao T B o
select count(*) from Userinfo where user_SN=11 and
user_ PW=sha('854ewwe");

MariaDB [securitytest]> select count(*) from Userinfo where user_ SN=11 and user PW=sha('854ewwe');

47

1l row in set (0.00 sec)




'8 78 7o #F

SELECT * FROM user WHERE email = '$email’
AND password = '$password’

% frﬂﬁ;f] ~ 4 8 eemail &2 password ® H o~
m'orl=1-(HEEBZEH)

4]

—
»

n ((BE1E)
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s L °
“35' % °

m SELECT * FROM user WHERE email=""or1=1--"
AND password = '(lER1B)'

M HEFE e g F
m SELECT * FROM user

l)é’fiijb’jé’ NS




PR A R 2 -

AR - emailéﬁﬂi;;] IN

m'orl=1- (BEREBFZERA)

BSQLE Y A BHIIEL & £0- BHIIE W
FoenH 3BT % E»;ﬂ'email_r'ﬁﬁi%]% T o

or 1 =1¢ FEwhere:ig ¥ >+ 1(ture)
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& ﬁs

>select * from Userinfo where user SN ="or 1
= 1-- "and user PW ="123’;
-
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